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[bookmark: _Toc88563016][bookmark: _Toc89085491]Introduction
The purpose of this document is to help “GRCEssentials” target group prepare their organization how to manage compliance with EU Regulation for General Data Protection (GDPR – 679/2016) as well as any other relevant national law or regulation for personal data protection. All organizations must consult with their legal advisors for legal documents such as Privacy Notices, Data Processing Agreements, Disclaimers etc. The current is a guidance that will mainly assist organizations to manage the processing of personal data adopting organizational and technical measures.  
In 2016, the European Commission replaced its long-existing Data Protection Directive with a modernized version, the General Data Protection Regulation (GDPR). The GDPR is based on the EU Charter of Fundamental Rights that considers the protection of personal data an individual’s fundamental human right.
The objective of the GDPR is to ensure the protection of personal information through a human rights centric approach and allow secure transfer of personal information within and across jurisdictions. At present, the GDPR is one of the best global practices in relation to data protection and privacy legal landscape.
For organizations to stay in compliance with this regulation and ensure that all personal data is safe, organizations need to have a solid grip on all their customers’ data and be able to map it back to the owners. Traditional methods may make this task virtually impossible and with data collection and processing growing and changing rapidly, organizations will need to incorporate a tool that will help them map their data assets. Doing so can help organizations map back their data to the customer and in turn improve processes.


[bookmark: _Toc88563017][bookmark: _Toc89085492]Definitions
[bookmark: _Hlk20226009]Personal Data – any information related to a natural person or ‘Data Subject’, that can be used to identify the person directly or indirectly 
Sensitive Personal Data- any data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or data concerning a natural person’s sex life or sexual orientation shall be prohibited.
Data Subject – a natural person whose personal data is processed by a controller or processor 
Processing – any operation performed on personal data, whether or not by automated means, including collection, use, recording, etc. 
[bookmark: _Hlk20226016][bookmark: _Hlk20743842]Data Controller – the entity that determines the purposes, conditions and means of the processing of personal data 
[bookmark: _Hlk20226023]Data Processor – the entity that processes data on behalf of the Data Controller 
Consent – freely given, specific, informed and explicit consent by statement or action signifying agreement to the processing of their personal data 
Third Country – any country other than the EU and EEA Member States.
Personal Data Breach – a breach of security leading to the accidental or unlawful access to, destruction, misuse, etc. of personal data 

[bookmark: _Toc88563018][bookmark: _Toc89085493]Principles
· Lawfulness, fairness and transparency
It requires that personal data are processed in a lawful, fair and transparent manner in relation to data subjects. Essentially, it means that data cannot be processed unless it is needed to process them in order achieve the above-mentioned purposes.

· Purpose limitation
Organisations should only collect personal data for a specific purpose, clearly state what that purpose is, and only collect data for as long as necessary to complete that purpose.
Processing that’s done for archiving purposes in the public interest or for scientific, historical or statistical purposes is given more freedom.

· Data minimisation
Organisations must only process the personal data that they need to achieve its processing purposes. 

· Accuracy
The accuracy of personal data is integral to data protection. The GDPR states that “every reasonable step must be taken” to erase or rectify data that is inaccurate or incomplete.
Individuals have the right to request that inaccurate or incomplete data be erased or rectified within 30 days.

· Storage limitation
Storage limitation is a form of data standardization, similar to data minimization and accuracy principles. Organizations should perform periodic reviews to identify, and address, data stored beyond intended use. Similarly, organisations need to delete personal data when it’s no longer necessary.

· Integrity and confidentiality
This is the only principle that deals explicitly with security. The GDPR states that personal data must be
processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures. The GDPR is deliberately vague about what measures organisations should take, because technological and organisational best practices are constantly changing. Currently, organisations should encrypt and/or pseudonymise personal data wherever possible, but they should also consider whatever other options are suitable.
[bookmark: _Toc88563019][bookmark: _Toc89085494]Personal Data Protection Implementation Process 
[bookmark: _Toc88563020][bookmark: _Toc89085495]Step 1 – Implementation Process Preparation and Initiation
Key Tasks:
· Define, plan and initiate a project kick-off meeting
· Plan the implementation project, involve the right persons, allocate the required resources, set the minimum specifications and requirements for the GDPR Project
· Perform a gap analysis assessment to identify key findings and non-conformities
Before starting the GDPR Implementation project, you have to get the support from top management and to be demonstratable by an official support letter. Once you secure management commitment, you have to plan how to achieve GDPR compliance. 
At this stage you have to plan the project in defining, planning and tracking the implementation effort. More specifically, roles that will be actively involved, timescales, budget, activities, reporting shall be defined and agreed by the top management.
Following the above, a gap analysis against GDPR (EU 679/2016) and any other local National Law for Data Protection must be performed. 

[bookmark: _Toc88563021][bookmark: _Toc89085496]Step 2 – Roles and Awareness 
Key Tasks:
· Raise awareness and inform the stakeholders about GDPR
· Identify the needs for training, provide awareness material and run training sessions 
· Identify and define roles and responsibilities

It is important to establish form the beginning who is going to be responsible for the personal data issues. The only role that is explicitly mandated in the GPDR is the role of the Data Protection Officer (DPO).  Your company may or may not need to appoint this role. If your organization is a public body, then you will need to have a DPO. To decide if your company needs to appoint a DPO, whether it's a controller or a processor, you should consider if its core activities involve processing of sensitive data on a large scale or involve large scale, regular and systematic monitoring of individuals. In that respect, monitoring the behavior of individuals includes all forms of tracking and profiling on the internet, including for the purposes of behavioral advertising. 
The Data Protection Officer (DPO) reports directly to the CEO (most senior level of management), in matters relating to data protection assurance and compliance. Data Protection Officer responsibilities include advising on company’s compliance with GDPR and local data protection laws, monitoring adherence to GDPR standards and acting as a point of contact with supervisory authorities and data subjects. The DPO will also create policies that enforce compliance with legislation and deliver GDPR trainings to company’s staff to increase awareness of data protection measures. To be successful in this role, the DPO should have in-depth knowledge of GDPR and local data protection laws and be familiar with company’s industry and the nature of its data processing activities. The DPO should also know how to perform audits to current procedures.

[bookmark: _Toc88563022][bookmark: _Toc89085497]Step 3 – Personal Data Identification and Analysis
Key Tasks:
· Discover the personal data that your company process and/or transfer
· Identify the type of personal data, the procedure that your company process it for, and the storage method
· Identify the lawful basis of processing each group of personal data
· Development of a Data Mapping Record
For privacy law compliance, it’s vital to have a clear view of the personal data under your control. This involves understanding what data you hold, what it’s for, where it’s located, where it goes, how long you keep it for and what you do with it once you no longer need it. Done in the right way, data mapping gives you precisely the information you need to create such an understanding. Data mapping has always been good practice for data compliance. However, as we’ll see, the arrival of The General Data Protection Regulation (GDPR) makes it even more of a priority to take data mapping seriously.
Data mapping tracks the flow of data to, through and from your organisation. More specifically, a data map (also known as a data flow) should give you the following information regarding the personal data under your control:

· Where it comes from (e.g. customers, staff and third parties)
· It’s purpose (e.g. order fulfilment or payroll)
· The entry point; i.e. how it enters your company (e.g. a telephone call, email or online form)
· Its format, such as Excel spreadsheet, simple Word doc or CRM customer account page
· Where it’s stored; such as a filing cabinet, in-house server or Cloud database
· The country it’s stored in
· Where it’s accessible from and who has access to it

[bookmark: _Toc88563023][bookmark: _Toc89085498]Step 4 – Data Protection Policy and Notices
Key Tasks:
· Define your Data Privacy Policy, Data Protection Policy and Data Retention Policy
· Create or update Privacy notice
· Identify the necessity of the consent
The company has to define the overall policy on Data Protection and also on how long you retain personal data for, to ensure compliance with the GDPR. You should also create a procedure to communicate your policies to the data subjects, ensure that they get the information that are required by the Regulation.  In this respect all personal data shall be:
· processed lawfully, fairly and in a transparent manner in relation to individuals;
· collected for specified, explicit and legitimate purposes;
· adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed;
· accurate and, where necessary, kept up to date; 
· kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; 
· processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.
· only transferred outside the EEA in circumstances where it can be adequately protected;


[bookmark: _Toc88563024][bookmark: _Toc89085499]Step 5 – Rights of the Data Subject
Key Tasks:
· Define how data subjects request will be handled
· Create new procedures to be able to process them
· Prepare a Data Subjects’ Requests Record 
Under the GPDR Regulation, there are eight (8) rights that belong to data subjects, namely: the right to be informed; the right to access; the right to object; the right to erasure and blocking; the right to rectify; the right to file a complaint; the right to damages; and the right to data portability. 
The steps of the procedure of handling a data subject request are:
1) Data Subject Request Received: The data subject submits a request via one of several methods, including electronically, by letter or on the telephone. A Data Subject Request Form is available for this purpose
2) Log Data Subject Request: The fact that the request has been received is logged and the date of the request recorded.
3) Confirm identity of data subject: The identity of the data subject is confirmed via an approved method. More information may be requested to confirm identity if required. If the identity of the data subject cannot be confirmed, the request is rejected and the reason for this communicated to the data subject.
4) Compile requested information: The relevant information is compiled according to the type of request. This may involve planning how the requested action, e.g. erasure or restriction of processing, will be achieved. A maximum of one month is permitted; if the request will take longer than that then a maximum of two further months are allowed and the data subject must be informed of the delay and the reasons for it within one month of the request being submitted.
5) Provide Response/ Requested Information: Confirmation of action taken / the information requested is provided to the data subject electronically, if that is the preferred method, or via other means.
6) Close data subject request:  The fact that the request has been responded to is logged in the Data Subjects’ Requests Record, together with the date of closure.

[bookmark: _Toc88563025][bookmark: _Toc89085500]Step 6 – Controllers and Processors
Key Tasks:
· Update your contracts to be GDPR compliant
· Identify your processors and find out how they process and protect personal data
· In case you are a processor, inform the data controller about your GDPR Policy
· Ensure the confidentiality from your employees
· Perform regular audits to ensure that your processors are in line with GDPR

In GDPR the data controller has the most responsibility when it comes to protecting the privacy and rights of the data's subject, such as the user of a website. Simply put, the data controller controls the procedures and purpose of data usage. In short, the data controller will be the one to dictate how and why data is going to be used by the organization. A data controller can process collected data using its own processes. In some instances, however, a data controller needs to work with a third-party or an external service in order to work with the data that has been gathered. Even in this situation, the data controller will not relinquish control of the data to the third-party service. The data controller will remain in control by specifying how the data is going to be used and processed by that external service. 
A data processor simply processes any data that the data controller gives them. Following the example above, the data processor is the third-party company that the data controller chose to use and process the data. 
The third-party data processor does not own the data that they process nor do they control it. This means that the data processor will not be able to change the purpose and the means in which the data is used. Furthermore, data processors are bound by the instructions given by the data controller. 
The GDPR is very specific about the fact that there must be a contract in place between a controller and a processor, and about the terms and conditions that must be included in such a contract. Where your organization acts as a processor for other controllers, you will need to provide information about how your company protects their personal data. You will also need to be able to show that your employees who have access to personal data are bound by a confidentiality agreement. 


[bookmark: _Toc88563026][bookmark: _Toc89085501]Step 7 – Privacy by Design and Data Protection Impact Assessment
Key Tasks:
· Identify the necessity of a DPIA when needed
· Preparation of conducting a Data Protection Impact Assessment (DPIA)
· Implement a DPIA

DPIA is mandatory for any high-risk processing activities related to private data and information. The DPIA process will allow the company to make informed decisions about the acceptability of data protection risks and communicate effectively with the individuals affected.
Not all risks can be eliminated, but a DPIA can allow us to identify and mitigate against data protection risks, plan for the implementation of any solutions to those risks and assess the viability of a personal data processing project at an early stage.
The first step of DPIA conduction is the collection of several information related to the specific process (existing or new) that are required and should be available in order DPIA necessity to be determined as well as the DPIA to be carried out. For each personal data, the organization should identify the supporting assets (on which the personal information relies) that will be used or that are being used. Then, the company shall seek consultation from any of the (internal or external) stakeholders identified or 3rd parties that play an important role in the specific processing activity.  
The company as a next step should conduct a risk assessment with the following phases:
1) Phase 1: Risk/ threats identification 
2) Phase 2; Evaluation
3) Phase 3: Risk Treatment and Management
The final report is submitted to Top Management for approval. The approved report is used to inform on the outcome of the DPIA to the stakeholders, on a need-to-know basis. An updated version of a registry of DPIA reports is maintained, as well as all versions of the DPIAs conducted.

[bookmark: _Toc88563027][bookmark: _Toc89085502]Step 8 – International Transfers
Key Tasks:
· Discover if you transfer data internationally
· Identify in which country you transfer your data
· Implementation of safeguard measures 

Besides protecting personal data within your own company, you also need to think where else you send it to, and how well it is protected in an international environment. In fact, the EU GDPR allows personal data transfers to a third country only if a set of conditions are fulfilled. These include also the conditions for onward transfer (transferring personal data from a processor outside of EU/EEA to another sub-processor based outside of EU/EEA). The first step to ensure compliance with the above statement is to know what data you send, where and why.  There are 4 mechanisms used to lawfully transfer personal data of EU individuals outside of the EU/EEA:
The EU GDPR allows personal data transfers to a third country only if a set of conditions are fulfilled. These include also the conditions for onward transfer (transferring personal data from a processor outside of EU/EEA to another sub-processor based outside of EU/EEA).
There are 4 mechanisms used to lawfully transfer personal data of EU individuals outside of the EU/EEA:
1. Adequacy Decision - The EU GDPR allows for personal data transfers to countries whose legal regime is deemed by the European Commission to provide for an “adequate” level of personal data protection. The European Commission has so far recognized Andorra, Argentina, Canada, Faroe Islands, Guernsey, Israel, Isle of Man, Jersey, New Zealand, Switzerland, Uruguay, United States of America[footnoteRef:2] (limited to the Privacy Shield framework) as providing adequate protection. [2:  The Adequacy Decision may not be anymore in force. Contractual Clauses might be required.] 

2. Binding Corporate Rules (BCRs) - an intracompany code of conduct applies to a group of companies and should be submitted to Greek Supervisory Authority for approval. These Rules can cover those cases where a company established in the EU/EEA transfers data to another company within the Group based in a 3rd Country.
3. Model Contractual Clauses (Model Clauses) - In the absence of a decision pursuant to Adequacy Decision, a controller or processor may transfer personal data to a third country or an international organisation only if the controller or processor has provided appropriate safeguards. The appropriate safeguards referred may be provided for, without requiring any specific authorisation from a supervisory authority, by standard data protection clauses adopted by the Commission in accordance with the examination procedure (Annex1, Annex2).
4. In the absence of an adequacy decision or of appropriate safeguards, including binding corporate rules, a transfer or a set of transfers of personal data to a third country or an international organisation shall take place only on one of the following conditions:
· the data subject has explicitly consented to the proposed transfer, after having been informed of the possible risks of such transfers for the data subject due to the absence of an adequacy decision and appropriate safeguards; 
· the transfer is necessary for the performance of a contract between the data subject and the controller or the implementation of pre-contractual measures taken at the data subject's request; 
· the transfer is necessary for the conclusion or performance of a contract concluded in the interest of the data subject between the controller and another natural or legal person
· the transfer is necessary for important reasons of public interest
· the transfer is necessary for the establishment, exercise or defence of legal claims
· the transfer is necessary in order to protect the vital interests of the data subject or of other persons, where the data subject is physically or legally incapable of giving consent

[bookmark: _Toc88563028][bookmark: _Toc89085503]Step 9 – Data Breach Management
Key Tasks:
· Verify if a personal data breach has occurred
· Conduct a personal data breach risk assessment
· Notify affected individuals (if required) and provision of suggested measures to protect themselves
· Documentation of all data breaches and maintenance of a Data Breach Record

After first being informed of a potential breach by an individual, a media organization, or another source, the company shall undertake a short period of investigation to establish whether or not a personal data breach has in fact occurred. Once the breach report is completed, the company performs a Risk Assessment. When the personal data breach is likely to result in a risk (Medium-Low risks & Medium-High risks) to the rights and freedoms of natural persons as assessed in the step above the Company when acts as a Controller shall not later than 72 hours after having become aware of it, notify the personal data breach to the supervisory authority. 
The responsible team of the company shall at minimum collect the information below in order to notify the Supervisory Authority: 
a) description of the nature of the personal data breach including where possible, the categories and approximate number of data subjects concerned, and the categories and approximate number of personal data records concerned;
b) communicate the name and contact details of the data protection officer or other contact point where more information can be obtained;
c) description of the likely consequences of the personal data breach;
d) description of the measures taken or proposed to be taken by the controller to address the personal data breach, including, where appropriate, measures to mitigate its possible adverse effects.

When the personal data breach is likely to result in high risk (High Risks) the Company shall inform all individuals whose personal data have been compromised. 
The information provided to individuals shall at least include the following:
a) a description of the nature of the breach;
b) the name and contact details of the data protection officer or other contact point;
c) a description of the likely consequences of the breach;
d) a description of the measures taken or proposed to be taken by the controller to address the breach, including, where appropriate, measures to mitigate its possible adverse effects.

The communication channel that will be selected is dependent on the nature of the relation between the Company and the Individuals. Indicatively the Company may use Email notification, Telephone calls and SMS.
The Company needs to ensure that the communication is accessible in appropriate alternative formats and relevant languages to ensure individuals are able to understand the information being provided to them. For example, communication in the native language of the recipient will help to ensure their understanding of the nature of the breach and steps they can take to protect themselves.

[bookmark: _Toc88563029][bookmark: _Toc89085504]Step 10 – Information Security Measures and Policies
Key Tasks:
· Identify the areas in which you need to create Information Security Policies and Procedures
· Preparation and Approval of the policies
· Communication of the roles and responsibilities to staff
· Company’s Compliance with the policies and procedures
In this step, it is important to start strengthening the controls that your company have in place to protect the personal data. By implementing Information security policies and procedures, you may need to ensure that all required controls are based on risk, objectives are clearly defined, and all the documents will be improved as a lifecycle process. By implementing the principles of ISO 27001 Standard, you will ensure that you process personal data in a safe way.

[bookmark: _Toc88563030][bookmark: _Toc89085505]Step 11 – Monitoring and Evaluation and a Life-Cycle approach
Key Tasks:
· Monitoring and Evaluation of the Data Protection Management System 
· Internal Audit 
· Management Review 
· Improvement
When you complete all the above steps (Step 1 – Step 10) you have to determine what need to be monitored and evaluated as well as the method that you will adopt to do so. Your company should be able to understand and analyze the results from the monitoring and evaluation. 
To this extent, the company should conduct internal audits on the management system the company has in place on a regular predefined basis for assessing:
a) If the company complies with GDPR and other national laws
b) If management system performs according to planned goals
The company’s management should review the performance of the data protection management system at planned intervals to ensure its effectiveness. Top Management should check at least the following:
· nonconformities and corrective actions from gap analysis report
· monitoring and evaluation results
· audit results
· risks that have been identified (Step 3 and 7)
· review of policies, procedures and records
· security breaches and/or incidents
· complaints handling
Your company should focus its effort on continually improving the effectiveness shall continually improve the suitability, adequacy and effectiveness of the PIMS.
through the audit results, preventive and corrective actions and management review.
Complaints, security breaches, subject access requests, technological advances and other issues shall
be used as an aid to improve the effectiveness of the PIMS.

[bookmark: _Toc88563031][bookmark: _Hlk87487706][bookmark: _Toc89085506]Annex A – Templates
[bookmark: _Toc88563032][bookmark: _Toc89085507]Personal Data Inventory


[bookmark: _Toc88563033][bookmark: _Toc89085508]DPO Job Description


[bookmark: _Toc88563034][bookmark: _Toc89085509]GDPR Training Material 


[bookmark: _Toc88563035][bookmark: _Toc89085510]Data Breach Management


[bookmark: _Toc88563036][bookmark: _Toc89085511]Personal Data Protection Policy




[image: ]

	[image: C:\Users\User\OneDrive - PCX Management\2_Erasmus_Projects\2_GRCEssentials 2019-2021\5_Implementation\3_Dissemination\Visual Identity of Erasmus+\logosbeneficaireserasmusright_en.jpg]
	This project has been funded with support from the European Commission. This publication reflects the views only of the author, and the Commission cannot be held responsible for any use which may be made of the information contained therein.
	- 1 -



image3.png
X




image4.jpeg
@ eCQ

European Center for Quality





image5.png




image6.png




image7.jpeg
LT svnerey
GRC advisors




image8.png
* *
*
5 emecra

* 4 K europa

aktiv nutzen




image9.png
* EURO
* CERT

*
* %




image10.png
X




image11.jpeg
@ eCQ

European Center for Quality





image12.png




image13.png




image14.jpeg
LT svnerey
GRC advisors




image15.png
* *
*
5 emecra

* 4 K europa

aktiv nutzen




image16.png
* EURO
* CERT

*
* %




image10.emf
GRCEssentials_GDP R_Compliance_Process_Annex3.1.xlsx


GRCEssentials_GDPR_Compliance_Process_Annex3.1.xlsx
Data Controller info

		Data Controller

		Name and contact details				Data Protection Officer (if applicable)				Representative (if applicable)

		Name				Name				Name

		Address				Address				Address

		Email				Email				Email

		Telephone				Telephone				Telephone





Inventory



		Personal Data Inventory 

		ID		A1. Processing Activity Name		A2. Data Subjects' categories		A3. Data Types categories		A4. Lawful basis		A5. Purpose		A6. Data retention period		A7. Processing Activity details		A8. Data Processor		A9. Data Receiver		A10. Security Measures		A11. External Systems		A12. Owner Name

		ex.1		Payroll - employees		Employees		First name, Last name, Email, Phone, Mobile, Fax, Mail address, IBAN
Data for work (working hours, sick leave, vacations, days off), Social status (e.g., number of children)		Contract		Calculation and payment of salaries to employees		Until contract expiry or termination		External partner calculations and payments are made to the partner. An Excel spreadsheet is sent to the partner with all the information needed to create the payroll and pay the salary and any allowances.		SAP-External 3rd party				Logical access controll		Company managed system		Example Owner
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Job Description

Data Protection Officer (DPO)

A. General responsibilities:

1. Inform and advise the data controller and/or the data processor and its employees how to be compliant with GDPR and other local Data Protection laws 

2. Monitor compliance

3. Provide advice regarding the data protection impact assessment and monitor its performance

4. Cooperate with Supervisory Authority and acts as the contact point for the supervisory authority on issues relating to processing



B. In detail the DPO:

· Acts as point of contact with EU residents, supervisory authorities and internal teams

· Identifies and evaluates the company’s data processing activities

· Provides advice and instructions on how to conduct Data Protection Impact Assessments (DPIAs)

· Reports direct to the CEO.

· Creates and retains policies and procedures that enforce compliance with legislation and deliver GDPR sessions to our staff to increase awareness of data protection measures.

· Monitors data management procedures and compliance within the company and performs periodically audits to the adopted Policies and Procedures

· Participates in meetings with managers to ensure privacy by design at all levels

· Maintains records of processing activities 

· Ensures the company addresses all queries from data subjects within legal timeframes (e.g. delete their information from our databases)

· Liaises with other organisations that process data on our behalf

· Writes and updates detailed guides on data protection policies

· Consults on how to deal with privacy breaches

· Arranges for training on GDPR compliance for employees

· Follows up with changes in law and issue recommendations to ensure compliance



C. Requirements

· Experience in data protection and legal compliance

· Work experience in data protection and legal compliance 

· Solid knowledge of GDPR and national data protection laws

· Knowledge of data processing operations in the company’s sector 

· Familiarity with computer security systems

· Ability to handle confidential information

· In-depth knowledge of GDPR and local data protection laws and be familiar with our industry and the nature of its data processing activities

· Ethical, with the ability to remain impartial and report all non-compliances

· Organizational skills with attention to detail
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Governance, Risk management and Compliance Essentials – GRCEssentials



Annex 3.3 – GDPR Training



Foundation Course on 

General Data Protection Regulation (679/2016)



















General Data Protection Regulation 



















DATA PROTECTION - HISTORY

















THE NEW E.U. REGULATION FOR DATA PROTECTION (679/16) - SCOPE

















Applies to all organization (private, public, NGOs) regardless of their size 





Replaces all national data protection laws





Will be modified at local level to address certain complementary areas





Is directly applicable to all EU Members





WHAT IS PERSONAL DATA

Αny  information relating to  an  identified or  identifiable  natural person. An identifiable natural person is  one  who  can  be  identified. 















PERSONAL DATA CATEGORIES

Personal Data (“Simple”):

name, gender, age

address, phone, email

IDT, VAT No

image, voice

IP address, geographic location data

payroll, transactions

economic / social / family status





 Sensitive personal data:

nationality

political opinions 

religious or philosophical beliefs 

trade union action

genetic and biometric data

Health data,

sexual life of a natural person or sexual orientation





Other Categories:

Children Data

Criminal Records
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PROCESSING OF PERSONAL DATA

Any action or set of actions performed, with or without the use of automated means,  on personal data (including but not limited to):





The definition of processing is very wide and it is difficult to think of anything, an organization might do with data, that will not be considered as PROCESSING.

collection

data entry

data organization

structure

storage

adjustment

restoration



search

use

sharing

transmission

association 

restriction

deletion or disposal

















ROLES and RESPONSIBILITIES UNDER GDPR 

Data Processor

The Processor refers to an organization or individual, other than an employee of the data controller, who process personal data on behalf of the controller. 

You may find that you are doing both. But the controller has to make sure that the processor has the necessary controls in place to protect data. 

(e.g. Payroll Provider, Legal Counsel, etc.)

Data Controller

The Controller is an organization or individual who determines how and why personal data is processed. The controller must make sure that its contracts with processors comply with the GDPR. 

As an example: Company is the Data Controller for its employees as it collects and processes their personal data. 

















8



GDPR - EU ORGANIZATION STRUCTURE

Local Supervisory Authority (Independent)

(Greece: Data Protection Authority – dpa.gr) 

Data Processor
(e.g. Payroll Provider)

Data Subject
(e.g. Employee)

3rd Countries



    Enforce    Regulation

Check 
Compliance

European Data Protection Board

Data Controller
(e.g. Neurocom)

Duties

Rights

Check level of Data Protection through Safeguards defined

3rd Party

Data Transfer?

 Information















SEVEN FUNDAMENTAL PRINCIPLES OF GDPR



1. Fair, lawful and transparent  	Obtain data lawfully & leave the individual informed

2. Purpose Limitation  		Be specific

3. Data Minimisation 		Collect the minimum data you need

4. Accuracy 			Store accurate up-to-date data 

5. Storage limitations 		Retain data for a necessary limited period

6. Data Security  		(CIA)Confidentiality, Integrity & Availability

7. Accountability 		Demonstrate compliance and ensure policies

















We care - we are responsible for handling people’s most personal information

This is an opportunity to make data protection central to what we do

By not handling personal data properly we could put individuals at risk and Company’s reputation at stake

Getting it wrong could result in significant fines

We need robust systems and processes in place to make sure we use personal information properly and comply



WHY DATA PROTECTION MATTERS TO US















Φροντίζουμε - είμαστε υπεύθυνοι για το χειρισμό των πιο προσωπικών πληροφοριών των ανθρώπων

Αυτή είναι μια ευκαιρία να κάνουμε την προστασία δεδομένων κεντρικό θέμα σε αυτό που κάνουμε

Μη χειρίζοντας σωστά τα προσωπικά δεδομένα θα μπορούσαμε να θέσουμε τα άτομα σε κίνδυνο και τη φήμη της Εταιρείας σε κίνδυνο

Το να το κάνετε λάθος θα μπορούσε να οδηγήσει σε σημαντικά πρόστιμα

Χρειαζόμαστε ισχυρά συστήματα και διαδικασίες για να βεβαιωθούμε ότι χρησιμοποιούμε τις προσωπικές πληροφορίες σωστά και συμμορφούμενα
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DATA SUBJECTS ’ RIGHTS 

The GDPR sets out the following rights for individuals:



Information

Access

Rectification

Erasure

Data Portability

Objection

Automated decision making and profiling

Withdrawal of consent













Restriction of Processing

Lodging a complaint, judicial remedy and compensation





















IN BRIEF (to be compliant) – PART 1

Incident notification within 72 hours







Protection by design & by default







               

Penalties

Up to 20,000,000€ or 4% of global annual turnover



DPO



Legal Ground before processing 



Individuals’ rights



Company, Group

Citizens, Residents



Processed lawfully, fairly and in a transparent manner





√









Responsibility for the whole chain



1. Consent
2. Contractual Obligation
3. Legal Requirement
4. Vital Interest

5. Public Interest
6. Legitimate Interest

















IN BRIEF (to be compliant) – PART 2

The country we choose






Information Security







 



Complaints, etc.



Profiling – Decision making





Consultation with Authority





Small & Medium Enterprises (250)



Transfer out of EU



Data Protection Impact Assessment (DPIA)





√









Awareness & training 
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Annex 3.4 – Data Breach Management



Purpose

The purpose of the Breach Incident Management Procedure is to set out the steps need to be followed to ensure that a response mechanism is in place for managing a data breach and specifically, to safeguard that:

· Personal Data breach incidents are timely detected, assessed, reported and responded to appropriately 

· All actions required taken to mitigate the impact

· Greek Supervisory Authority is notified for the breach (if required) within the 72 hours

· Improvements are adopted to prevent future breaches

· Lessons learnt are communicated to the wider organization



Scope

This procedure applies to anyone who has access to personal data as part of their relationship with the <company>. This includes, but is not limited to, all employees, internal medical doctors, external medical doctors, temporary staff, any third-party representatives or subcontractors. Adherence to this procedure is mandatory and non-compliance could lead to disciplinary action.





Terms & Definitions

		Term

		Definition



		Personal Data 

		Any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.



		Personal Data Breach 

		Any incident related with accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data.



		Controller

		Community institution or body, the unit or any other organisational entity which alone or jointly with others determines the purposes and means of the processing of personal data.



		Processor

		Natural or legal person, public authority, agency or any other body which processes personal data on behalf of the controller.



		Data Protection Officer (DPO)

		Staff member of an organisation tasked with supporting the organisation in ensuring compliance with the applicable data protection law. Appointment, tasks and powers are defined in the GDPR. It might be external, or shared among

different organizations.



		Risk

		In a privacy context risk can be defined as the impacts of potential events on personal identifiable information principals’ privacy and is characterized by its level of impact and its likelihood.



		Confidentiality

		Property that information is not made available or

disclosed to unauthorized individuals, entities, or

processes



		Integrity

		Property of accuracy and completeness



		Availability

		Property of being accessible and usable upon demand by

an authorized entity







Responsibilities

· DPO,

· Chief Executive Officer,

· Legal Counsel, 

· Employees,

· IT Officer





































Procedure

Process Flow





Procedure’s Steps Description

Detect/ Made Aware of Security Incident

After first being informed of a potential breach by an individual (employee, customer, medical doctor, site visitor), a media organization, or another source, or when it has itself detected a security incident, the company shall undertake a short period of investigation in order to establish whether or not a breach has in fact occurred. During this period of investigation, the DPO can set up an Incident Management Team (IMT) including the IT Officer, the CEO, the Legal Counsel and/ or for other stakeholders’ assistance for all the next steps. During this step it shall be determined whether a breach has taken place.



Personal Data Breach Investigation

During this step, the Incident Management Team shall examine whether the security breach concerns personal data. In that case, the IMT depending on the type and severity of the incident will investigate the incident by completing a full breach report that minimum will contain indicatively the following fields:

· the nature of the incident, 

· the type and volume of data involved, 

· the identity of the data subjects, 

· whether the Company acts as a Controller or Processor

· the extent of a breach, and 

· the sensitivity of the data involved.

Following the breach report a Personal Data Breach Risk Assessment should be conducted.

If the Company acts as a Processor the DPO must notify the controller as soon as possible in relation to the breach incident.



Personal Data Breach Risk Assessment

Once the breach report is completed, the IMT performs a Risk Assessment to evaluate the impacts of the breaches.

Ratings and Heat matrix

The following scales have been used as part of the impact methodology to assess impact & likelihood of a personal data breach











		

		Scaling [footnoteRef:2] [2:  Scaling for Impact and Likelihood are based on the ISO 29134 scaling] 




		

		1

		2

		3

		4



		Impact

		Negligible:
PD principals either will not be affected or may encounter a few inconveniences, which they will overcome without any problem (time spent re-entering information, annoyances, irritations, etc.)

		Limited: 
PD principals may encounter significant inconveniences, which they will be able to overcome despite a few difficulties (extra costs, denial of access to business services, fear, lack of understanding, stress, minor physical ailments, etc.)

		Significant: 
PD principals may encounter significant consequences, which they should be able to overcome albeit with serious difficulties (misappropriation of funds, blacklisting by banks, property damage, loss of employment, subpoena, worsening of state of health, etc.)

		Maximum: 
PD principals may encounter significant, or even irreversible, consequences, which they may not overcome (financial distress such as unserviceable debt or inability to work, long-term psychological or physical ailments, death, etc.)



		Urgency

		Negligible: 
Carrying out a threat by exploiting the properties of supporting assets does not appear possible for the selected risk sources (e.g. theft of paper documents stored in a room protected by a badge reader and access code).

		Limited: 
Carrying out a threat by exploiting the properties of supporting assets appears to be difficult for the selected risk sources (e.g. theft of paper documents stored in a room protected by a badge reader)

		Significant: 
Carrying out a threat by exploiting the properties of supporting assets appears to be possible for the selected risk sources (e.g. theft of paper documents stored in offices that cannot be accessed without first checking in at reception)

		Maximum: 
Carrying out a threat by exploiting the properties of supporting assets appears to be extremely easy for the selected risk sources (e.g. theft of paper documents stored in a lobby)

























As a result, the following Heat matrix applies:



		Risk Assessment Matrix

		Risk Rating



		Urgency

		4

		8

		12

		16

		High



		

		3

		6

		9

		12

		Medium - High



		

		2

		4

		6

		8

		Medium - Low



		

		1

		2

		3

		4

		Low



		

		Impact

		







Impact analysis on individuals may include any of (but not limited to) the following:

· harm to users of the product, service or system. Harm may include physical, financial, reputational harm, embarrassment and invasion of domestic life. 

· Further, when considering the impacts on an individual of privacy risks to their personal information, different types of privacy should be considered such as bodily privacy, location and space privacy, behavioural privacy, privacy of communications, privacy of data and image, privacy of thoughts and feelings and privacy of association;

· Legal and regulatory requirements, and contractual obligations;



Impact analysis should also consider:

· stakeholder expectations and perceptions, and negative consequences for goodwill and reputation;

· operational importance of availability, confidentiality and integrity of personal information

· the strategic value of the information process;

· the present value and future opportunity made by the information process, aka “strategic value”.



The following is the risk treatment policy adopted by the company:

· High Risks are not acceptable and should be treated as a must.

· Medium-High risks must be treated for those risks with high impact. Lower impact risks (of medium-high risks) might be treated.

· Medium-Low risks with high impact of 3 need to be treated. Lower impact risks (of medium-low risks) might be acceptable.

· Low risk is acceptable as a standard.



Supervisory Authority & Individuals Notification

When the personal data breach is likely to result in a risk (Medium-Low risks & Medium-High risks) to the rights and freedoms of natural persons as assessed in the step above the Company when acts as a Controller shall not later than 72 hours after having become aware of it, notify the personal data breach to the supervisory authority through a form can be found to the National Authority’s for Data Protection website (Authority’s link).

Whenever a breach affects the personal data of individuals in more than one Member State and notification is required, the Company when acts as a Controller will need to notify the lead supervisory authority. 

The IMT shall at minimum collect the information below in order to notify the Supervisory Authority:  

a) description of the nature of the personal data breach including where possible, the categories and approximate number of data subjects concerned, and the categories and approximate number of personal data records concerned;

b) communicate the name and contact details of the data protection officer or other contact point where more information can be obtained;

c) description of the likely consequences of the personal data breach;

d) description of the measures taken or proposed to be taken by the controller to address the personal data breach, including, where appropriate, measures to mitigate its possible adverse effects.



When the personal data breach is likely to result in high risk (High Risks) the Company shall inform all individuals whose personal data have been compromised. 

The information provided to individuals shall at least include the following:

a) a description of the nature of the breach;

b) the name and contact details of the data protection officer or other contact point;

c) a description of the likely consequences of the breach; and

d) a description of the measures taken or proposed to be taken by the controller to address the breach, including, where appropriate, measures to mitigate its possible adverse effects.



The communication channel that will be selected is dependent on the nature of the relation between the Company and the Individuals. Indicatively the Company may use Email notification, Telephone calls and SMS.

The Company needs to ensure that the communication is accessible in appropriate alternative formats and relevant languages to ensure individuals are able to understand the information being provided to them. For example, communication in the native language of the recipient will help to ensure their understanding of the nature of the breach and steps they can take to protect themselves.

Personal Data Breach Documentation

Regardless of whether or not a breach needs to be notified to the supervisory authority and to the affected individuals, the DPO must keep documentation of all breaches to the Breach Registry Form.
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Annex 3.5 – Data Protection Policy 

[bookmark: _Toc49251749]Abbreviations



		Personal Data

		Any information related to a natural person or ‘Data Subject’, that can be used to directly or indirectly identify the person



		Sensitive Personal Data

		Any data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or data concerning a natural person’s sex life or sexual orientation shall be prohibited.



		Data Subject

		A natural person whose personal data is processed by a controller or processor



		Processing

		Any operation performed on personal data, whether or not by automated means, including collection, use, recording, etc.



		Data Controller

		The entity that determines the purposes, conditions and means of the processing of personal data



		Data Processor

		The entity that processes data on behalf of the Data Controller



		Consent

		Freely given, specific, informed and explicit consent by statement or action signifying agreement to the processing of their personal data



		Third Country

		Any country other than the EU and EEA Member States.



		Personal Data Breach

		A breach of security leading to the accidental or unlawful access to, destruction, misuse, etc. of personal data







[bookmark: _Toc49251750]Management Commitment 

The <company> is committed to protecting the personal data it processes as part of its business processes and operations, complying with international and local legislation, as well as good practices on personal data processing.

This policy applies to all personal data being processed by all <company’s> staff, external contractors, affiliates and other 3rd parties acting on behalf of the company. It applies to the <company’s> activities either acting as Data Controller, Data Processor or both.

In line with 2016/679 General Data Protection Regulation of the EU (‘GDPR’) the <company> has introduced a data protection framework surrounding the processing of personal data, with the aim of adhering to the following principles:

1. Personal data must be processed fairly, lawfully and transparently to the individuals whose data is being processed

2. Personal data must be processed only where this is strictly necessary for legal, regulatory or other legitimate company purposes

3. Processing of personal data must involve only the data required for these purposes and no further

4. Processing must include accurate personal data

5. Personal data must be processed only for the time needed to satisfy these purposes and no further

6. The personal data being processed must be secured against unauthorised processing, loss of confidentiality, integrity or availability by implementing appropriate measures

7. Individuals’ defined rights on their personal data processing must be addressed

This present policy, supporting documentation and all organizational and technical measures including, but not limited, the Records of Processing Activities, Data Protection Impact Assessments, associated data protection policies and procedures fulfil the accountability principle of EU GDPR. In this extent, processing of personal data must be governed by the DPMS.

[bookmark: _Toc49251751]Awareness and Training

GDPR and other personal data related legal requirements must be integrated in the business activities of the<company>. The <company> must ensure that the management of personal data as per the aforementioned principles becomes part of the business processes. Awareness on the principles of personal data management must be raised to staff that is involved in processing of personal data.

It’s top management responsibility to share and make constant available this Policy to all stakeholders (including employees, agents, suppliers etc). Additionally, all DPMS documentation shall be made available to all required staff on a need-to-know basis.

In terms of the content of the trainings, all staff are aware and trained in the relevant policies and procedures necessary for compliance with General Data Protection Regulation, ensuring periodic training programs at planned intervals.

All the Company's staff ensure that all procedures, processes and activities taking place in their areas of responsibility are in full compliance with this policy, the Regulation and the applicable national and European legislation on personal data protection.

[bookmark: _Toc49251752]Record and Risk Assessment of Processing Activities

The <company> must maintain a Record of Processing Activities (RPA or record) that involves processing of personal data. Personal data processing outside the scope and activities recorded in the RPA is forbidden. This record must at least contain for each activity:

· If the company operates as a Data Controller/ Processor or Joint Data Controller

· The purposes of the processing

· The legal basis for the processing

· The categories of personal data

· The categories of data subjects

· The categories of recipients of personal data

· Any transfers to other countries

· The retention requirements for each category of data

· Data Protection Impact Assessment need analysis (Risk Assessment)

The Record of Processing Activities must be updated upon changes to the activities and the personal data used by the relevant business owner. At least on an annual basis the top management shall perform a check with the aid of all head of departments whether the RPA is fully updated.

For activities where an initial estimation shows a possible high risk against data subjects’ freedoms and rights due to these activities and the personal data being processed, a Data Protection Impact Assessment (DPIA) must take place. Such an assessment must also take place when designing of changing systems or having changes to existing non-high risk activities take place that denote a possible shift to high risk.

The assessment should at least contain:

· A description of the processing operation and its purposes

· An assessment of the need of processing personal data regarding the purposes

· An assessment of risks against data subjects

· The measures defined to address these risks

· An action plan with all agreed and approved measures 

Owners must be identified for each risk and technical & organisational treatment options considered for implementation. Both risk assessment and treatment processes results must be documented.

[bookmark: _Toc49251753]Fair, Lawful and Transparent Processing

Personal data must be processed fairly, lawfully and transparently to the individuals whose data is being processed. The <company> must process personal data according to the requirement of lawfulness, as described by GDPR Article 6 and avoid processing special categories of personal data (‘sensitive’ personal data), except if the cases of GDPR Article 9 permit so.

At all times, individuals whose personal data is being processed must be clearly and concisely informed of such processing, the purposes related, the kinds of data, recipients, retention periods, any transfers outside the EEA, as well as their rights regarding the said processing, including the right to complain to a Supervisory Authority. Informing data subjects must take place prior to personal data processing. This could occur with privacy notices in relevant forms (electronic, paper, etc).

[bookmark: _Toc49251754]Processing for Specific Legitimate Purposes

Personal data is to be processed only where this is strictly necessary for legal, regulatory or other legitimate company purposes. The purposes must be specified, and processing must not deviate from these purposes (purpose limitation), except if the new purpose adheres to the principles of legitimacy (e.g. legal obligation, communicated to the data subjects, consent etc.). Consent, where needed, must be freely given, documented and retractable at any time. Sharing or processing of personal data for a legitimate purpose must include a clearly defined set of limitations on use and responsibilities on protecting the personal data. The use of shared personal data by the recipient must adhere to the defined purpose and the information originally given to the data subject.

[bookmark: _Toc49251755]Security of Personal Data

The personal data being processed must be secure against unauthorised processing, loss of confidentiality, integrity or availability by implementing appropriate measures. 

Technical and organisational security measures must be implemented for the security of personal data, according to a risk assessment of the processing activities, systems and assets used, solution costs and technological ability. The aim of such measures must be to protect the confidentiality, integrity and availability of the personal data and the resiliency of the systems used to process it.

Measures must be implemented at the production, backup systems and media as well as non-electronic forms of personal data management (e.g. by implementing physical security controls on paper media). Security must be applied both for the storage of personal data as well as for transmitting it for any use.

Organisational controls must include prompt security incident handling and reporting. The aim is threefold:

· Restore the data and systems to their proper operability

· Investigate root causes of the incident

· Examine impact and proceed with appropriate reporting, if so required

In the case where an incident may cause impact to a data subject, due to the personal data involved in the incident, the Supervisory Authority is to be notified within 72 hours. In the case where this risk is high, prompt plans must be made for informing the data subjects themselves. The management of the company must be kept informed in all cases and during all phases of a security incident that constitutes personal data breach.

Checks must take place prior to divulging data to a 3rd party for any legitimate reason, in order to ascertain that the recipient will respect the individuals and protect their data. Especially in the case of contractors acting as Data Processors, assurances on the processing of the personal data must be committed through the relevant Data Processing Agreement. Also, it must be ensured that any requestors for such data are authenticated as authorised recipients first.

[bookmark: _Toc49251756]Data Subjects’ Rights Management 

Individuals’ defined rights on their personal data processing must be addressed.

Data subjects are provided by the GDPR with certain rights that must be addressed by the <company>. A data subject expressing in writing a request to exercise a right requires the company to first authenticate and then respond to any such request without undue delay and within one (1) month the latest. In cases where a request cannot be fulfilled within the set time limits, the data subject must be promptly informed and the request addressed within another two (2) months.

The rights for data subjects are:

· Right to be Informed

· Right of Access

· Right to Rectification

· Right to Erasure

· Right to Restriction of Processing

· Right to Data Portability

· Right to Object

· Right against Automated Decision-Making, Profiling

· as well as the right to withdraw from a previously given consent to personal data processing.

While there are cases where a request for the exercise of a data subject right may not be satisfied (e.g. in the case of overriding legal obligations of the company), all requests must be responded.

All rights, including the right to complain to a Supervisory Authority must be communicated beforehand to the data subject, prior to receiving (if possible) and processing its personal data – See ‘Fair, Lawful and Transparent Processing’ section.

[bookmark: _Toc49251757]Data Protection by Design and by Default

Personal data processing must be addressed in every processing activity from its inception and design through to its implementation and operation.

Protection of personal data must be part of any solution design, acquisition, development, change request and/or other operational activity. It must be part of the criteria used for the selection of vendors and third parties, management of projects, as well as risk management activities.

[bookmark: _Toc49251758]Policy Compliance Audit

To ensure that the <company> and its staff comply with the provisions and requirements of this Policy, the management shall undertake an annual (at least) compliance check.

Upon completion of the audit, the management, in cooperation with the relevant departments shall develop a schedule and timetable to correct and remedy any discrepancies found in the evaluation of the audit findings.
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